Mpunoxenne Ne2. Hudopmaunonnas naMsTica aas o6yyaromuxes AAas pasMewmenns ug
OPHUHANBHBIX I/InTepHeT-pecypcax

!(owwromepnbze BUpYCH

Komnriorepuuis BHDYC - 310 pasHOBuaHOCTE KOMIIBIOTEpHEIX nporpamm,
OTNHYHTENLHOM 0cobeHHOCTEIo KOTOpo#f  aBnsercy cnocobHocTy, K PasMHOXe€HHI0, B

Merons! samure; or BPCAOHOCHBIX Iporpamm:

1. Hcnonsayi COBPEMEHHBIE OnepauuonHLle CHCTeMBI, AMelomue CEPBE3HEIN ypoenp
SaIUTE! OT BPENOHOCHbIX nporpamu;

2. Tloctosnuo YCTanasnuBait mayry (undpossie SaNATKH, KOTOpkle aBTOMaTHYeCcKy
YCTaHaBIMBAIOTCA ¢ yenpio nopabTku TPOrpamMsel) u npyrue OGHOBNIEHUS CcBoet
ONCPALHOHHOI cHCTeMp!, Ckaunpait ux Tonpko C opHUMANEROrO cafiTa Pa3paboTyuka
OC. Ecnu CYWECTBYET pexcum aBTOMAaTHYECKOro OGHOBNeHHS, BrToyy €ro;

TBOEM HEPCOHANBHOM KOMl'lblOTepe;

4, I/Icnonbsyﬁ QHTHBHPYCHEle IIpOrpaMMHELIe NIPORYKTEI H3BeCTHRIX NpousBonuTeNeH, ¢
aBTOMATHYECKHM OOHOBeHHENM 6as; '

HTCPHET-Z0CTYN B Kage, oremsx % @xporioprax senserca OT/NHYHO
i

BOSMOXHOCTBIO BRIXOZa B HTepHeT. Ho MHorye SKCNIEPTHI CYHTAIOT, 'YTO o0wenocTynHe Wi-
Fi cetn ne ABJIAIOTCS Ge3onacHmmvy,

Cogetrr o Gesonacnocry pabore B obmenocTynHEIX cersx Wi-fi:



l. He nepenapai CBOIO JIHYHYIO HHOpMarmo 9€pe3 obwenocrynure Wi-Fj CeTH.
» HKCJIATEJBHO He BBOAMTE flapomn noctyna, norump Kakue-to

)

3. Ipu HCIIONB30BaHun  Wi-Fj OTKIIIOWM  dyukuuio «QO6mpui; AOCTYn K Qalinam y
IpHHTEpam». Jlapnag bynkuus 38KPEITA 10 yMomyanmio, ONHAKO HEKOTophle
noap3oBaTeny AKTHBHUPYIOT €& 11 yno6crsa HCIONBL30BaHNS B paBoTe wny yuebe;

4. He HCTONB3YH 11yGnuunsi WI-F] U1 nmepenaun nuynp AQHHBIX, Hanpumep ans
BLIXON@ B COLHaNbHEIE ceTh wiy & SNIEKTPOHHYIO NoyTy;

5. Hnoasayis TONbLKO 3alMUIeHHoe COCLMHEHHE yepes HTTPS, a e HTTP, te. IpH
Habope Beb-anpeca Boogy HMEHHO «https://»;

6. B Mo6usiom Tenepone  orkmouy dyukno «Ilomxmouenue Wi-Fi

4BTOMAaTH4eCKuy. He nonyckat 4BTOMaTHYECKOro MOAKIIOYEHHS yeTpolicTsa K CeTaum
Wi-Fi 6e3 TBOEro corjacus,

Coyuansusie cemy

CeabMol Bcex XKHUTenei MJIAHETB]. MHOI‘H& [I0Jib30BaTeny ye IIOH
Pazmemenxag HMH B COLHAaIbHBIX CETAX, MOXeT OnITh HalzeHa u u
TOM YHClIe He 06513&'1‘8.!115[{0 ¢ Gsarumu HaMepeHusmy.

TIPOBECTH KaHHKynbI;

3. 3ammmnait cozo PenyTaumo - gepxu ee p HHCTOTE H 3anapaif ceGe BONIPOC: XoTen 6p;

TEI, YOGkl Apyrue TIOIb30BaTenn BHneMw, uto T8 3arpyxaems? Ionyma npexne
4eM 4To-TO Ony6mixoBars, Hamucary u 3arpy3uTh;

4. Ecnu th TOBOPHINL ¢ monpmy, KOTOpbIX He 3Haews, ne HCNONB3YA CBOE peanphoe
UMA H Ipyryio muunyio undopMaunu: uma, mecro KHTEILCTBA, MECTO yuefy y

K OHOMY MecTy, a we Bo Bce cpasy.

Inekmponnpe Oenvey

ONEKTPOHHEIE AeHbry — STO OYeHb ynobHEI cro

cob mnarexets, OlHaKO cymectpyroT
- MOWEHHHKH, koTopbre XOTAT HONYYHTS 3TH fenpry,

3HCKTPOHHLIC ACHbBrY IOABHIIHCE CoBceMm HEAaBHO u HMEHHO H3

-3a 3TOro Bo MHOTHX
rocyuapcreax 110 cux op He nponucaro [po Hux B 3aKOHax.



BOCCTaHOBHTL jocTyn k cyery. Ipusasannnii TeNehoH noMoxer, ecny 3abyznewn
CBOH IIaTeXxHbI} [1apoJib nnw 3aiinenss ya CaliT ¢ He3HaKoMoro YCTpo¥cTBa;
2. Hcnonsayis OZtHOpa3oBsle naponu. [Tocje [1epexona Ha YCHNCHHYIO aBTOpH3ammo
Tebe yxe He Gyner YTPOXATh ONACHOCTL Kpasky uiy HepexBara nnarexuoro napojs;
3. Bsibepu CIIOXHBIA maponk. [ Ipectynuukan OyzeT He mpocro YTanarte ClRoxHbIj
napons. Hanexipre Napon — 3710 napony, KOTOpEIe comepiar ne menee § 3HAKOB K

O6b1uno JICKTPOHHBI  nMOYTORR ALK BRITIAMT  cnenyromu

“MA_N0Nb30BATENI@uMst_nomena, Taxxe xpome fIpefatH  npoctoro Tekcra, HMeeTcs
BOSMOXHOCTE nepetaBarh i,

3. Wcnonpayit ABYX3TalHYIO aBTOPM3aLmIo. Do koraa nomumo napons HYXHO BBONMTL
KOX, NpHCchaeMbiil ng SMS;

4. BuiGepu CNOXHBIA napons. [ing Kajoro novrosoro supka AOJKEH OBITHL cBOj
HaNeXHbIH, YCTORUUBR K B3JIOMY napons,

5. Ecnu ects BO3MOXHOCTh Hamucary CamMoMy cBOM mHyHpIjt BOMpoc, Henonssyi 3TY
BO3MOXXHOCTB; '
6. Hcnonsayi HECKONIBKO 1MOYTOBEIX smuKop. lepBriit gng HacTHOH mnepemucky ¢

alipecaTamH, KOTOpbIM Th Jlosepsiews.  Dto SNCKTPOHHEIA ampec ye Hajo
HCnoNL30BaTL N PETHCTpanuu Ha Gopymax u calitax;

7. He OTKphIBaK aiinp y APYIMe BNOXKEHHA B nuchbMmax Jaxe




Kubep6ynnunz uny supmyanvroe usdesarmenvcmeo

KubepGynmuur IIpecienosanue coobwenuamy, ConepxamMu ocKkop6nenus,

ar peccuio, BHJIYTPIBaHHC; XYJTHr, aHCTBO; CouHanmpHoe Goﬁxompoaarme C NoMomeo Da3IHYHbIX
HHTepHC'I‘-CCPBHCOB.

OcHoBHEIe corery; 1o Gopebe ¢ kubepGymmuronm:
1. He 6pocaiicg Gokt. Jywim crnoco6: TlocoBeToBaTbes kak ceGy BECTH H, ecnu Her

2. Vmpasnsit caoeis xn6eppeny'raunex“4;
AHOHHMHOCTb B cery MHHMad. Cymecrsyior Cnocobs! BEIICHUTE, KTo CTOHT 3a
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8. Ecnn 1 CBHACTENL  KHGepGynmunra, Tsou neficraus: BBICTYNHTE  nporyp
Npecnenosarens, mokasars My, HTO ero geictBus oneny

no.rmepma'rb KEPTBY, KOTOpOﬁ HYO)XHa ncuxonor HYecCkas noMomip, COO6IIIHTI>
B3pocnem o (baK're arpeccuBHoOro TIOBeNEHHSA B CeTH.

Mobunonois menegon

CoBpemenure MOGHNLHEIE Opaysepr: YK€ NPAKTHYECKH Nornany Hacr
OIIHAKO pa

OJIBHEIE gHaory,
Cllupenne  dynkuuonana BIIeYeT 3a coboi Gonsuryto cnoxuoeTs H MeHbImylo
3AlMINEHHOCTD.

Haneko ne nce pousBoauTe Ny BBINYCKAIOT OGHOBIIEH NS, 3aKpEIBaroIHe KpHTHYeckue
YA3BUMOCTH IS CBomx ycrpoiicTs,
OcHogHEe COBeTR! U Ge3onacuocTy MOBHIBHOrO Tenedona:
1. Huuero ne SBJIACTCS T0-HacToAImeMY GecnaThppy
Tebe npennaraior Gecrimarh i KOHTEHT, B HeM M
ILTaTHEIE yciryry;

2. Iymaii, NpeXne 4eM oTnparury SMS, ¢oro unu BHIeo. Tel Toygo 3Haems, rye
Oynyr B KOHEYHOM uTore?

Heo6xonumo O6HOBMsTE OnepaunoHuyio CHCTEMY TBoero CMapToHa;
4, Henonssyy AHTHBHPYCHbIe IIporpammel qns MOOHTEHEIX TenepoHOB;

w




5. He sarpysai npunioxeHus 01 HEH3BECTHOTO HCTOYHHKE, BEb OHH MOTYT CONEPXKATH
BPEOHOCHOE NporpaMMHoe obecneuenue;

6. Tlocne Toro xax THl BhUiZews ¢ caifTa, rae BBOAHM JHYHYIO MHOOPMALIHIO, 32y B
HacTpo¥ky Opay3epa u yaanu cookies;

7. Tlepuonuyecky nposepsii KaKue IIATHEIE YCIYTH aKTUBUPOBAHK! HA TBOEM HOMepe;

8. [Masa# cBoif HOMep MOGHJIBHOrO TeneoHa TONBKO JIOAAM, KOTOPBIX THI 3HAEWL H
KOMY JOBEpACLUb;

9. Bluetooth momxen GbITh BLIKIIOYEH, KOTA Thl MM HE Noab3yewscs. He 3a6biait
MHOT 1@ TPOBEPSTH 3TO.

Online uzpul

CoBpemeHnble  OHNAKH-UIPBl ~ 3TO KPAaCOYHEIE, 3aXBATHIBAIONIWE pA3BIEYEHHS,
OOBENMHSIOUINE COTHH THICAY YENOBEK M0 BceMy MHPY. FIrDOKH HCCERYIOT HaHHBIA HM MHD,
ObWAIOTCA APYT € APYTOM, BBIMOHAIOT 3aAaHUA, CPAXKAIOTCA ¢ MOHCTPAMH W TONYHAIOT OMBIT.

3a ynoOBONKLCTBME OHHM MNATAT: NOKYNAIOT AMCK, OIUIAYMBAIOT aGOHEMEHT MM nproGpeTalor
KaKHe-TO OMLHH,

Bee stn cpencTsa mmyr Ha noamepkanue M pa3sBHTHE HIPBl, a TaKke Ha camy
0e30macHOCTB: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPH3ALWH, BBITYCKAIOTCA HOBBIE NaTuM
(wapoBbie 3amIaTKK I NPOrpamMMm), 32KPHIBAIOTCS YI3BHMOCTH CEepBEpOB.

B nonobubIx HIrpax CTOHT OIacaTbCs HE CTOJIbKO CBOHX CONICPHHMKOB, CKOJIBKO KpaxH
TBOEro napoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aABTOpH3allHH 6onbIHHCTBA Hrp.

OcHoBHBIE COBETHI 10 630NMaCHOCTH TBOErO HrPOBOTO AKKAYHTA:

1. Ecnu mpyro#t Hrpok BeseT ce6s III0X0 WiK co3aaeT Tebe HENpUATHOCTH, 3a610KupYy#H
€r0 B CIIHCKE HIPOKOB;

2. TNoxanyitics anMuUHMCTPaTOpaM WIpe Ha IUIOXOE€ MOBEHEHHE 3TOrO UIPOKa,
KEJIATENIbHO NPHIOKHTE KAKHE-TO IOKa3aTeNbCTBA B BUAE CKPHHOB;

He yxasbipat iuunyio undopmauuio B npodadine urpsr;

YBaxai Ipyrux y4aCTHHKOB 110 MIpe;

He ycTanasnupalt HeopuuuanbHble naTuu 1 MoapL,

Hcrions3yit coXHbIE K pasHble Mapomy,;

Haxe BO BpeMsS MIDBI HE CTOMT OTK/IOYaTh aHTHBMpYC. Iloka Tbl urpaeus, TBOM
KOMIIBIOTEP MOTYT 3apa3HTh. '

NN AR W

Dutunz unu Kpa’ica AUNHbIX OaHHbIX

OGuruHoit Kpaxell JEHEr M NOKYMEHTOB CEroaus yxe HHUKOTO He YOUBHIOb, HO ¢

Pa3BHTHEM HHTEPHET-TEXHOJOTHH 3NIOYMBILICHHHKH TIEPEMECTHIINCE B HHTEPHET,

H
[IPOJO/DKAIOT 3aHHUMATBCH (UTFOOMMBIM Y OCITIOM.

Tak nossunacs HOBas yrposa: WHTEpHET-MOMICHHHYECTBA HJIN (meHHI', rjlaBHasl Henb
KOTOpOro COCTOMT B NOJIYYCHHH KOH(l)HJIeHHHaJlebIX AaHHBIX MONB30BaTENEe# — JIOrHHOB H

naponef. Ha anrmuiickoM s3nixe phishing unTaercs xakx guumur (ot fishing — pri6uas nosns,
password — napons).

OcHosHble coBeTsl 10 GopbGe ¢ dumKHrOM:

. Cnenn 3a cBomm akxayntom. Ecmu Thi NoNO03peBaeiib, YTO TBOS aHKeTa ObUia

BajIoMaHa, TO HEOOXOAMMO 3a6NOKMpOBaTh €€ ¥ COOGIIMTE AIMHHHCTPATOpaM
pecypca o6 3TOM kak MOXHO CKOpee;



2. Hcnons3yii 6ezonacksle BeO-caiitel, B TOM HHCIE, HHTEPHET-MAara3HHOB K
TNIOHCKOBEIX CHCTEM;

3. Hcnonssyi cnoxubie u pastibie naponu. Takum 06pasoM, ecnu Te6s B3JIOMaloT, TO
3NIOYMBILIIEHHUKH 1I0]1yyaT AOCTYI TOJIBKO K OLUHOMY TBOEMy NPOQHUIIO B ceTH, a He
KO BCeM;

4. Ecmu Tebg B3NIOMalIH, TO Heobxommmo IPCIYNIPENHTE BCEX CBOMX 3HAKOMBIX
KOTOpEIe no6aBsienpt Y 15 B 1py3max, o TOM, 4TO Te6s B3nmoManyu H, BO3MOXXHO, OT
TBOEro umenu Byner pacceiarthes cnam u CCBUIKH Ha QHLIHHIOBBIE CANTEL;

5. VYcraHosu HanexuuiH napons (PIN) va MoGubHEI Tenedon;
6. OTximoun COXpanenye mapons B Gpaysepe;
7. He otkpbisait $ainel 0 mpyrue BIOXKEHUS B NHCBMax AaXKe eCH OHH NPHINAH OT
TBOHX npy3e#. Jlyuwe yTouny Y HHX, OTHPaBNIANH JIH OHH Tebe 3TH daiinp
Hupposas penymayus

Llndposas penyrauns - aro HEraTHBHAA WJIM I103UTHBHAs MHQOPMALIHS B CETH 0 Tebe.
Komnpomernpyiomas HH(OPMAUNS pasMemenHas B HHTCDHETE MOXET Cephe3HbiM 06pazom

OTPa3UTLCH HA TBOEH peasbHOM KHU3HH. «L{ndpopas penytauus» - 3To TBoOL HMHIDK, KOTOpBIi
dbopmupyercs us HH(pOpPManHK o Tebe B HHTEpHeTe.

Tsoe Mecto HHTENbCTBA, yuehnl, TBOE ¢bunancosoe Nlonoxenue, ocobennocTy Xapakrepa
H pacckasml o 61H3KuX — Bee 310 HAaKaIIMBAETCA B CeTH,

Wnteprere, ne nonumas BO3MOXHBIX nmocnenctsuit. Tol naxke ne CMOXEIE JOranaThCs 0 ToM,
uT0 oTorpagus, PasMeeHHas 5 neT Hasaz, crana TIPHIMHOK OTKa3a MPHHSATE Te6x Ha pabory.

KommenTapny, PasMelleHHe TBOHX hboTorpaduit u APYTHE nNeHCTBHA Moryr we
HCHEIHYTL nawe nocme Toro, Kax Te mx yRanume. Tel He 3naemws, xro COXPaHUN 3Ty
uHpOpMaNHIo, monana iy ong B IIOHCKOBLIC CHCTEMBI H COXpaHHMach iy OHa, a rnaBHoe: yTo

NPHMHHUTD Bpen. D10 MOXKeT GhITh KTo YTOIHO.

OcnoBHEIe coBers! 110 3aluTe NHpPoROK penyTanuy:
I. Tlonymait, mpexcae wem uTO-TO nybnukosars y liepenasare y ceba B 610re wy p
COLHATBLHOM ceTn;

2. B nacrpoiikax 1podHNs ycTaHoBY OTPaHHYEHHs HA IPOCMOTP TBOETro npoduns u ero
COREPKHUMOrO, CAENaM ero TONMBKO «ayis Ipy3ei»;

3. He pasmemaii u me yKasemsai uHpopmanuio, KOTOpas MOXeT Koro-nu6o OcKopOaTnL
HIIH 061KaTh.

Asmopckoe npago

CoBpemennpie IIKONBHHKK~  aKTHBHbIE TNONB3OBaTENH undposoro NPOCTpaHCTRa.
Omnako naneko me nee SHAIOT, YTO [10JIb30BAHHE MHOrUMH BO3MOXHOCTAMH L1¢ppoBoro MHpa
TpebyeT cobnionens NIpaB Ha MHTCIIEK Ty aBHYIO COGCTBEHHOCTD.

Tepmun «HHTEJUICKTyanbHas COBCTBEHHOCTBY OTHOCHTCA K pasIHYHpmM TBOPEHHSM
H9€JI0BEYECKOro yMa, Hayunay ¢ ROBEIX H3o0pertenwnii y 3HaKoB, 0603HaYalOLMX cobcTBernOCTD

Ha NpOLYKTHI M yenyru | y 3aKaHuMBas Kuuramm, dboTorpadusmy, KHHOOHIbMaMy y
MY3bIK/ILHBIMH TIPOM3Be e UMY,



ABTOpCKHeE npasa ~ 310 1paBa Ha WHTEIEKTYaIbHYIO COGCTBEHHOCTE Ha NpOU3BeneHus
HaYKH, JIUTEPaTypbl H HeKyccTha, ABTOPCKHE NPABa BLICTYNAIOT B KayecTse FapaHTHH TOro, yro
HHTEIICKTY aNbHBI/ TBOpUECKHii TPYL aBropa He GyneT HanpacHslM, gact €MY cCnpaBeAnuBLie

Hcnonbzosanue ¢ITMPaTCKOro» NpOrpaMMHOro ofecneyenus MOXET NPHBECTH K MHOFUM
PHCKaM: OT IIOTEPH HAHHBIX K TBOUM aKKayHTaM 1o GJOKHpOBKM TBOero YCTpoiicTBa, rue
YCTZHOBNICHHbIH He nerasphag fporpammMa. He ctouT Takke 3abeIBaTh, yTO CYUIECTBYCT
heranbHele ¥ 6ecnaaTHble TTPOrpamMbl, KOTOPBIE MOXHO HafTH B ceT. :

O nopmane

CeteBHuok.pdp — TBOH TNaBHBIA COBETUMK B cetn. 3pecy TBl MOXEWDb Y3HaTh o
Oe3omacHocTH B cern TIOHATHEIM M JOCTYNHBIM s13bIKOM, a TIPH BO3HHKHOBEHHH KPHTHYECKOj
CHTYaltHH 00paTHTbCA 3a coperom. A TaKXe TIPHHATH yuacTue B KOHKYpCaX H CTaTh caMbim
LH(POBEM rpaxkaanuHoM!
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